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The publication of the first Transparency Report by the National Unit [l % Sensnl |
for the Removal of Illegal Online Content (UNECI) marks a milestone in
CITCO’s commitment to accountability and institutional transparency.
This document not only outlines the actions taken during 2023 and
2024 in the fight against terrorist content online, but also launches a
line of work that will continue on an annual basis.

Since the establishment of UNECI, the Intelligence Center against

¥

coordinated response to the threat posed by the dissemination of terrorist messages in the digital

Terrorism and Organized Crime has firmly committed to a strong and

space. This report provides a technically rigorous and clearly presented account of the measures
implemented, the results achieved, and the guiding principles of our approach: legality,
proportionality, institutional cooperation, and respect for fundamental rights.

The removal of terrorist content from the internet is neither a minor nor a purely operational task. It
is a responsibility that directly impacts public safety, the protection of victims, and the defense of the
framework of freedoms underpinning our democracies. Strengthening transparency in this field is
therefore not only a matter of public information, but an act of democratic responsibility.

| extend my gratitude to all the professionals who make this work possible, as well as to the law
enforcement agencies, judicial authorities, European institutions, and digital service providers. Their
involvement and commitment have been essential in advancing toward a safer and more resilient
digital environment in the face of violent extremism.

This report is a tool for accountability, but it is also an invitation to continue building, together, a

model of governance that is both effective and respectful of the principles of the rule of law.

Francisco Javier Marin Lizarraga
Director del CITCO
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1. Introduction

This document constitutes the first Transparency Report of the Spanish National Unit for the Removal
of lllicit Content on the Internet (UNECI), corresponding to the years 2023 and 2024. Starting with this
edition, UNECI will publish reports on an annual basis, as part of its commitment to institutional
accountability and transparency.

The publication of this report is a further step in a trajectory initiated in 2023, when CITCO began to
develop a more active institutional communication policy through the public dissemination of its main
actions in the field of removal of terrorist content. Through press releases, interventions in specialized
media and institutional coverage of events, CITCO has been giving visibility to the most relevant activities
carried out in this field. These communications, in addition to informing the public, laid the foundations
of a culture of transparency that is now consolidated with this report.

Regulation (EU) 2021/784 on the removal of terrorist content online (TCO Regulation) imposes
transparency obligations on both data hosting service providers and the competent authorities of the
Member States. In particular, these obligations take the form of the publication of transparency reports
that must reflect the activities carried out in the application of the Regulation: removal orders issued,
decisions taken, measures implemented by the platforms and, in general, any relevant action in this
area. This report goes beyond the obligations provided for in the TCO Regulation, and responds to the
desire to provide citizens, digital platforms and all institutional actors with a clear, structured and
understandable view of the work carried out in the field of removal of terrorist content.

These measures are not merely technical or administrative, but are closely linked to the protection of
fundamental rights such as freedom of expression and information. Guaranteeing transparency in their
application is an essential condition for ensuring that any limitation of these rights is exercised in a
legitimate, proportional and predictable manner, and subject to control, both legal and public. In this
sense, transparency not only fulfils an informative function, but also reinforces the principle of
accountability and allows democratic scrutiny of the actions of the State administration and digital
operators.

With this first edition of the report, UNECI consolidates its commitment to deeper and more systematic
accountability, replacing and expanding previous public communication efforts, and aligns with
European best practices in digital governance and the fight against the illicit use of the Internet for
terrorist purposes.

1.1. CITCO’s role and responsibilities in the removal of terrorist content

Since 2015, the Intelligence Centre against Terrorism and Organized Crime (CITCO) has played a key
role in the fight against the dissemination of terrorist content on the Internet, both at national and
European level. That year, CITCO was appointed Spain's representative in the EU Internet Forum (EUIF)
and national contact point for Europol's EU Internet Referral Unit (EU IRU), thus initiating a trajectory
marked by international cooperation and the progressive strengthening of its capabilities in this field.

This commitment has been reinforced over time at the strategic, regulatory and operational levels. At
the strategic level, documents such as the National Strategy to Combat Terrorism 2019 (ENCOT19),
updated in 2023 (ENCOT23), the National Strategic Plan to Prevent and Combat Violent Radicalization
(PENCRAV), and the National Security Strategy of 2021 (ESN21), already contemplated the need for a
specialized unit to address the phenomenon of terrorism in the digital environment.



On this strategic basis, in 2019 CITCO was designated as the contact point for the EU Crisis Protocol
(EUCP), a key tool for a coordinated response to crises arising from online terrorist content.
Subsequently, in 2021, CITCO’s role was consolidated through the designation as the competent
authority in Spain to implement Regulation (EU) 2021/784 (TCO Regulation), in force since 7 June 2022,
which establishes a common legal framework for the swift removal of terrorist content disseminated on
digital platforms.

In order to comply with this new mandate, CITCO promoted the creation of the National Unit for the
Removal of lllicit Content on the Internet (UNECI), whose formal constitution materialized with the
publication of Royal Decree 207/2024, which gives UNECI a legal and organizational framework within
the Spanish Ministry of the Interior. However, since the beginning of 2021, CITCO had already been
developing UNECI’'s de facto structure and functions, including the issuance of removal orders,
coordination with police forces, collaboration with Europol and the implementation of the EU Crisis
Protocol.

UNECI therefore assumes the functions of the competent national authority under the TCO Regulation:
issuance of removal orders, supervision of measures adopted by platforms, cooperation with European
authorities in cross-border orders, and advice on sanctioning matters. Since the first order issued in April
2023, more than a hundred removal orders have been processed, targeting different types of platforms
and addressing both jihadist content and content linked to terrorist attacks inspired by violent extremist
ideologies of an ultranationalist, racist or xenophobic nature.

UNECI's work is also articulated through a collaborative approach, maintaining active collaboration
channels with police agencies, judicial bodies, intelligence services and other entities of the Ministry of
the Interior. It also leverages information from the Radicalization Information Coordination Centre
(CCIR), which allows for a comprehensive approach to the threat.



2. Normative References

2.1. Definitions

Definition of terrorism

Spanish criminal legislation establishes the legal framework for the fight against terrorism in Title XXII
of Book Il of the Criminal Code, dedicated to "Crimes against public order". Within this title, Chapter VII
deals with "Crimes of terrorism", and its 2nd Section refers specifically to the various forms of
commission of these crimes.

e Article 573 provides a general definition of terrorist offenses, establishing which conducts can be
considered as such when committed for any of the purposes envisaged (seriously intimidating the
population, seriously destabilizing political or institutional structures, etc.).

e Article 575 criminalizes self-education for terrorist purposes, including the repeated consultation
of online content aimed at ideological radicalization.

e Article 578 includes glorification of terrorism and humiliation of the victims of terrorism, also as
punishable conducts.

e Article 579.1 specifically criminalizes the public dissemination of messages or slogans with the
intent to incite others to commit terrorist crimes.

This legislation has been subject to reforms that have taken into account the requirements of European
Union law, in particular Directive (EU) 2017/541 of the European Parliament and of the Council of 15
March 2017 on combating terrorism, Article 3 of which establishes a harmonized definition of terrorist
offenses at European level. The transposition of this Directive into the Spanish legal system has been
reflected in amendments to the Criminal Code that strengthen the capacity to prevent, detect and
punish these conducts.

Definition of terrorist content

In the framework of the application of Regulation (EU) 2021/784 in Spain, UNECI carries out its functions
of monitoring and removal of online content in accordance with the definition of "terrorist content"
established in said Regulation. This definition is key to delimit the scope of the actions, and is directly
linked to the criminal types contemplated in Directive (EU) 2017/541 on combating terrorism.

The Regulations consider as terrorist content any material that falls into one or more of the following
categories:

a) Incitement to commit terrorist offenses, as described in Article 3.1(a) to (i) of Directive (EU)
2017/541, where such material directly or indirectly - for example, by means of glorification -
promotes the commission of such offenses, creating a real risk that they will be committed.

b) Inducing the commission of or contributing to terrorist offenses by inciting a person or group to
participate actively or passively in acts covered by Article 3.1 (a) to (i) of the above-mentioned
Directive.

c) Encouragement of participation in the activities of a terrorist group, as defined in Article 4, letter
b) of the Directive, whether through messages, videos or other types of materials.

d) Dissemination of instructions or technical knowledge that facilitates the manufacture or use of
explosives, firearms or other dangerous substances, as well as the teaching of specific methods or
techniques aimed at the commission of terrorist crimes.

e) Explicit threats to commit terrorist offenses, as established in Article 3.1 of the Directive.

These criteria allow for a precise identification of illegal content, based on common legal standards
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within the European Union. In addition, recital 11 of the Regulation states that, when assessing whether
or not the material constitutes terrorist content, the context, nature and wording of the statements, as
well as their potential danger to the integrity of persons, must be taken into account. A number of
exclusions are also established to protect the freedom of the arts and sciences and the right to
education, ensuring that content related to research, art, and education is not restricted. These
exclusions are reflected in Article 1.3 of the regulation.

Listings of terrorist organizations

In the exercise of its functions of monitoring and analysing online terrorist content, UNECI focuses its
intervention exclusively on those contents that strictly comply with the definition of terrorist content
established in Regulation (EU) 2021/784. This intervention is focused on the analysis of the specific
material, regardless of the affiliation or identity of the person or entity responsible for its creation,
publication or dissemination.

However, UNECI pays special attention to the possible linking of the contents with groups or entities
included in the lists of terrorist organizations drawn up by the United Nations and by the European
Union, which in the latter case are included in the Annex to the updates of Common Position
2001/931/CFSP on the application of specific measures to combat terrorism.*

In accordance with Regulation (EU) 2021/784, when assessing whether a certain material constitutes
terrorist content, the fact that the content has been produced, attributed or disseminated on behalf of
a person, group or entity included in the European Union list of persons involved in terrorist acts must
be considered a relevant and weighty element. This criterion helps to reinforce the contextual analysis
and to provide greater legal and operational rigor to the decisions adopted, ensuring that the removal
of content is based on objective and proportionate parameters that are in line with EU law.

! Council Decision (CFSP) 2025/207 of 30 January 2025 updating the list of persons, groups and entities to which Common
Position 2001/931/CFSP on the application of specific measures to combat terrorism applies, and repealing Decision
(CFSP) 2024/2056: https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32025D0207
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2.2. Regulatory framework

International | Universal Declaration of Human It recognizes fundamental rights such as freedom of

Rights (1948)2 expression (art. 19) and the right to privacy. It serves as the
basis for guaranteeing respect for rights in any action
against terrorism.

European European Convention on Human Art. 10: freedom of expression. Art. 8: privacy. Art. 6 and 13:
Rights (ECHR, 1950)3 judicial protection. Applicable as a limit and guarantee in
content restriction measures.

Charter of Fundamental Rights of the | Key rights for UNECI: art. 11 (freedom of expression), art. 7

European Union (2000)* (privacy), art. 8 (data protection), art. 47 (right to an
effective remedy).
Regulation (EU) 2021/784 on Central instrument regulating the removal of terrorist
addressing the dissemination of content. Defines content, establishes powers to issue
terrorist content online (TCO orders, deadlines, and safeguards to guarantee fundamental
Regulation).’ rights.
Directive (EU) 2017/541 on Defines terrorist offenses in European criminal law. Serves
combating terrorism.® as the basis for assessing the content that may be subject to
removal under the OCT Regulation.
Regulation (EU) 2022/2065 on a Regulates the moderation of content on platforms. Applies
single market for Digital Services in a complementary manner to the TCO Regulation,
(DSA)? especially in terms of transparency, user rights and
resources.
Directive 2000/31/EC on electronic Applicable to certain legal aspects of information society
commerce® services, in particular electronic commerce in the internal
market.
National Spanish Constitution® Art. 20 EC: recognizes and protects freedom of expression.
(Spain) Art. 18: right to privacy and data protection. Art. 24:

effective judicial protection. Basic constitutional framework
for state action.

Organic Law 10/1995, of November Arts. 573 to 579.1: define the crimes of terrorism, self-

23, 1995, of the Penal Code.*° education, glorification and dissemination of slogans.
Criminal basis for evaluating and justifying the removal of
contents.

2 Universal Declaration of Human Rights: https://www.ohchr.org/en/human-rights/universal-
declaration/translations/english

3 The European Human Right Convention: https://www.coe.int/en/web/human-rights-convention

4 Charter of Fundamental Rights of the European Union: https://www.europarl.europa.eu/charter/pdf/text en.pdf

> Regulation (EU) 2021/784 of the European Parliament and of the Council of 29 April 2021 on addressing the
dissemination of terrorist content online: https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32021R0784&qid=1751365345813

6 Directive (EU) 2017/541 of the European Parliament and of the Council of 15 March 2017 on combating terrorism and
replacing Council Framework Decision 2002/475/JHA and amending Council Decision 2005/671/JHA: https://eur-
lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017L05418&qid=1751365748979

7 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a Single Market For
Digital Services and amending Directive 2000/31/EC (Digital Services Act): https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32022R2065&0qid=1751365345813

& Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of
information society services, in particular electronic commerce, in the Internal Market ('Directive on electronic
commerce'): https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32000L0031&qid=1751365841651

% Spanish Constitution: https://www.boe.es/buscar/pdf/1978/BOE-A-1978-31229-consolidado.pdf

10 Organic Law 10/1995, of November 23, 1995, of the Penal Code: https://www.boe.es/buscar/pdf/1995/BOE-A-1995-
25444-consolidado.pdf
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information society services and the removal of illegal content and cooperation with
electronic commerce (LSSI).* competent authorities.

Law 34/2002, of July 11, 2002, on Regulates obligations of Internet service providers, including

Table 1 International, European and national regulations

2.3. Other legislative references

e Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015
laying down a procedure for the provision of information in the field of technical regulations and

of rules on information society services.

e Commission Recommendation (EU) 2018/334 of 1 March 2018 on measures to effectively tackle

illegal content online.:

e Commission Recommendation (EU) 2023/2425 of 20 October 2023 on coordinating responses

to incidents in particular arising from the dissemination of illegal content.*

e Law 36/2015, of September 28, 2015, on National Security.®

e Law 39/2015, of October 1, on the Common Administrative Procedure of Public

Administrations.®

e Royal Decree-Law 5/2023, of June 28, adopting, among other measures, the penalty regime in

Spain of Regulation 2021/784 on combating the dissemination of terrorist content online.’

e Royal Decree 207/2024, of February 27, developing the basic organic structure of the Ministry

of the Interior.®
¢ National Counter-Terrorism Strategy 2023.*°
* National Strategic Plan to Prevent and Tackle Violent Radicalization (PENCRAV).%°
e National Security Strategy 2021.%*

1 Law 34/2002, of July 11, 2002, on information society services and electronic commerce (LSSI):
https://www.boe.es/buscar/pdf/2002/BOE-A-2002-13758-consolidado.pdf

12 Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying down a
procedure for the provision of information in the field of technical regulations and of rules on information society
services: https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015L1535&qid=1751366112191

13 Commission Recommendation (EU) 2018/334 of 1 March 2018 on measures to effectively tackle illegal content
online: https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018H0334

14 Commission Recommendation (EU) 2023/2425 of 20 October 2023 on coordinating responses to incidents in
particular arising from the dissemination of illegal content, ahead of the full entry into application of Regulation (EU)
2022/2065 of the European Parliament and of the Council (the Digital Services Act): https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=0J:L 202302425&qid=1751366458868

15 Law 36/2015, of September 28, 2015, on National Security: https://www.boe.es/buscar/pdf/2015/BOE-A-2015-
10389-consolidado.pdf

16 Law 39/2015, of October 1, on the Common Administrative Procedure of Public Administrations:
https://www.boe.es/buscar/pdf/2015/BOE-A-2015-10565-consolidado.pdf

17 Royal Decree-Law 5/2023, of June 28, adopting, among other measures, the penalty regime in Spain of Regulation
2021/784 on combating the dissemination of terrorist content online: https://www.boe.es/buscar/pdf/2023/BOE-A-
2023-15135-consolidado.pdf

18 Royal Decree 207/2024, of February 27, developing the basic organic structure of the Ministry of the Interior:
https://www.boe.es/buscar/pdf/2024/BOE-A-2024-3793-consolidado.pdf

1% National Counter-Terrorism Strategy 2023 (ENCOT 2023):
https://www.dsn.gob.es/sites/default/files/dsn/Estrategia%20contra%20Terrorismo_SP.pdf.pdf

20 National Strategic Plan to Prevent and Tackle Violent Radicalization (PENCRAV):
https://www.interior.gob.es/opencms/es/servicios-al-ciudadano/plan-estrategico-nacional-de-prevencion-y-lucha-
contra-la-radicalizacion-violenta-pencrav/

21 National Security Strategy 2021: https://www.dsn.gob.es/es/estrategias-publicaciones/estrategias/estrategia-
seguridad-nacional-2017
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3.

The National Unit for the Removal of Illegal Content

The National Unit for the Removal of lllicit Content (UNECI) is integrated into the Counter-Terrorism
Division of the Intelligence Centre against Terrorism and Organized Crime (CITCO). Its main function is
the monitoring of open sources (OSINT) to detect, analyse and act against threats related to terrorism
and violent extremism in the digital environment. UNECI carries out its open source monitoring work
with a dual purpose:

1.

Intelligence generation: as a result of the detection of content accessible on the Internet, reports
are produced to feed the CITCO Counter-Terrorism Division's assessment of the terrorist threat.

Removal of illegal content: we promote the removal of illegal content linked to terrorism or
radicalization processes, applying the available legal mechanisms and in coordination with national
and international stakeholders.

3.1. Regulatory basis for the removal of illegal content

UNECI's action in the removal of illegal content, especially those related to terrorism, is supported by a
solid legal framework and a series of official designations that legitimize its intervention. This legal basis
is based on the following instruments:

Instruction 8/2015 of the Secretary of State for Security. This instruction came to designate the
Intelligence Centre against Terrorism and Organized Crime (CITCO) as the National Contact Point of
the Ministry of Interior with the Internet Referral Unit (EU IRU) of Europol, for coordination in the
detection and removal of terrorist content online. This designation makes CITCO - and by extension
the UNECI as an operational support unit - the official channel for processing notifications of illegal
content, especially those linked to terrorism, with digital platforms and service providers in the
European Union environment.

Directive 2000/31/EC on electronic commerce, its transposition in the LSSI (Law 34/2002, on
Information Society Services and Electronic Commerce) and Regulation (EU) 2022/2065, on a
single market for digital services (DSA). These European and national regulations enable the
authorities to notify service providers of the existence of illegal content hosted on their platforms,
so that they can assess its removal. These rules provide for an exemption from liability for internet
service providers when they act diligently and remove or block content after being warned of its
illegality, thus reinforcing public-private cooperation in the fight against illegal content.

Regulation (EU) 2021/784 on addressing the dissemination of terrorist content online (TCO
Regulation). By letter of the Secretary of State for Security dated June 6, 2022, addressed to the
Directorate General for Migration and Home Affairs of the European Commission, CITCO was
officially designated as the national competent authority for the implementation of the TCO
Regulation, in accordance with Article 12.1 thereof. This designation empowers the Centre to issue
removal orders for terrorist content (Article 3), to examine cross-border removal orders issued by
other competent authorities of the Member States (Article 4) and to supervise specific measures
taken by service providers to protect their platforms against the reappearance of such content
(Article 5).

Royal Decree 207/2024, of February 27, which develops the basic organic structure of the Ministry
of the Interior. It establishes that the National Unit for the Removal of lllegal Content on the Internet
(UNECI) will report to CITCO. This provision implies the formal creation of the UNECI as the structure
in charge of carrying out the functions attributed to CITCO regarding the removal of illicit contents
online.
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3.2. Focus of the Illegal Content Removal Activity

UNECI focuses its efforts to remove illicit content mainly on social networks and other digital platforms
of wide dissemination, covering two main areas:

e Jihadist terrorism: in order to proceed with its removal, digital content that may be related to
organizations or individuals with a Jihadist profile is tracked, paying special attention to
propaganda messages, recruitment or incitement to violence.

¢ Non-jihadist violent extremism: speeches and materials that promote, legitimize or trivialize the
use of terrorist violence with ideological, political or identity-based motivations are removed.

UNECI's activity is carried out in a complementary manner and without interfering with the functions
of the competent law enforcement agencies, which maintain their own Internet monitoring capabilities
focused on the prevention of attacks, the identification of threats and the dismantling of terrorist actors
and networks.

In this context, UNECI develops a preventive approach based on the generation of strategic intelligence
and early risk management in the digital environment. Its work is based on a widely proven premise:
the presence of terrorist propaganda and content on the Internet acts as a powerful radicalization
factor capable of influencing susceptible individuals and, ultimately, facilitating the commission of
terrorist acts.

In addition, the visibility of terrorist content on the Internet can have particularly harmful effects, by
favouring the secondary victimization of victims of terrorism and hindering their recovery process. In
some cases, certain content may transmit messages that discredit, belittle or humiliate victims or their
families, which, in addition to being ethically reprehensible, would be contrary to the provisions of our
legal framework. The dignity and memory of the victims constitute a fundamental inspiring principle of
the National Strategy against Terrorism and an ethical and moral referent of our society, for which
reason they must be subject to special protection.??

In this way, this phenomenon has a direct negative impact on the users of digital platforms, but also on
citizens as a whole and our collective security. Given the speed and scope with which this content
spreads in the digital environment, the exclusively criminal response has proven to be insufficient to
curb its impact.

This is why, since 2015, the European Union has been promoting a co-responsibility approach, urging
digital service providers to take proactive measures to prevent their platforms from being exploited by
terrorist organizations or causes. UNECI's work aligns with this strategy, working to anticipate threats
and facilitate the swift removal of illicit content before it contributes to radicalization processes or is
used as a tool for violent propaganda.

The removal of content is therefore developed as a preventive activity of an administrative nature,
aimed at promoting the self-protection of Internet platforms to reduce the dissemination of dangerous
material before it generates greater consequences. This collaboration between internet service
providers and the competent authorities is crucial to effectively prevent and combat terrorism in the
digital environment and contribute to public safety throughout the European Union.

However, although it is an administrative action for preventive purposes, priority is given to the criminal
area. Before promoting the removal of a specific content, the competent law enforcement agencies are
informed so that they can assess whether there may be evidence of a crime that justifies the opening of

22 ENCOT 2023 (see note 19)
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an investigation. Only in the absence of any objection on their part is the content removed. This
verification protocol is also applied at the international level, in order to ensure that the removal does
not interfere with active investigations in other European Union member states.

The Regulation also provides in Article 14.5 for the obligation of data hosting service providers who
"become aware of terrorist content involving an imminent threat to life to promptly inform the
competent authorities so that criminal offenses are investigated and prosecuted in the Member
State(s) concerned".

Finally, it is worth mentioning that, although UNECI's mandate and its organizational situation within
CITCO means that it focuses its activity on terrorist content, it has also actively collaborated in the
removal of other illegal content, especially within the framework of initiatives promoted by Europol. In
particular, CITCO has participated in joint actions related to hate speech, especially those related to
racism and xenophobia, contents that are also illegal under Spanish law. These actions - described in
more detail in later sections - have taken place in contexts marked by geopolitical conflicts, such as the
Gaza War, where certain speeches, without constituting terrorist content in the strict sense, could pose
a risk of incitement to violence with possible derivation towards terrorism.

UNECI's involvement in these cases has been developed in coordination with the National Office for
Combating Hate Crimes (ONDOD), which reinforces the legal Iegitimacy23 of these interventions and
reflects the unit's ability to adapt to complex phenomena of radicalization and violence in the digital
environment.

3.3. Detection, identification and removal of illegal content

The detection and identification of terrorist content online is a process carried out by specialized UNECI
analysts and translators, who apply technical and legal criteria to assess the unlawfulness of the content
detected. Human intervention is key to ensure proportionality and respect for fundamental rights in
each case.

In addition to this direct work, UNECI makes use of tools and capabilities offered by Europol's EU IRU
that are aimed at both the detection and identification of content, as well as its removal. These include
the PERCI system (European Platform for the Removal of lllegal Content on the Internet), a platform
developed by Europol to facilitate the secure and structured exchange of information on terrorist
content between the competent authorities of the Member States, Europol and Internet platforms, in
application of Regulation (EU) 2021/784. Its main objective is to enable national authorities to issue,
receive and follow up on removal orders and referrals of illegal content in a more efficient and
coordinated manner.

2 Council Framework Decision 2008/913/JHA urged Member States to criminalize certain conduct related to racism and
xenophobia, including the denial or trivialization of genocide. This regulation had as an effect in Spain a reform of the
criminal law framework, materialized in Organic Law 1/2015, through which the conducts criminalized were expanded,
incorporating incitement to hatred, violence or discrimination on racist or xenophobic grounds, as well as the denial or
serious trivialization of genocides. This legal basis also serves to act against the dissemination of such content online,
reinforcing protection against dangerous speech. In addition to legal obligations, there are voluntary mechanisms such as
the Code of Conduct on Countering lllegal Hate Speech Online, launched by the European Commission in 2016 and
subscribed to by the main digital platforms. On January 20, 2025, the European Commission presented a strengthened
version, the Code of Conduct+, which is integrated into the framework of the Digital Services Act (Regulation (EU)
2022/2065, DSA) and sets out stricter commitments for platforms. Although adherence remains voluntary, compliance
with the Code is considered a due diligence measure under Article 35 of the DSA.
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UNECI also relies on technological solutions offered by specialized private-sector providers, which
provide advanced capabilities for monitoring, analysing and tracking online activity, thus complementing
the work of the Centre’s analysts.

It is important to stress that the identification of terrorist content is not a task exclusive to UNECI, but is
carried out in close cooperation with other key actors in the fight against terrorism. In particular,
permanent coordination is maintained with the national law enforcement agencies that are competent
in this area and participate actively in the detection and analysis of terrorist content, as well as in the
proposal of removal orders when appropriate.

In addition to the institutional channels and technological tools available, UNECI also relies on the
national Coordination Centre for Information on Radicalization (CCIR)?* , a mechanism designed to
facilitate citizen collaboration, which constitute a valuable complement in the early detection of cases
of radicalization.

3.4. Mechanisms for content removal

The European Union has developed various instruments to tackle the dissemination of illegal content
online, combining mandatory rules with voluntary cooperation frameworks. These instruments include
Regulation (EU) 2021/784, which specifically regulates the fight against terrorist content on the
Internet, and Regulation (EU) 2022/2065, known as the Digital Services Act (DSA), which establishes
harmonized rules for dealing with illegal content of all kinds, including terrorist content.

In this context, UNECI actively contributes to the implementation of these regulatory frameworks
through three main mechanisms: referrals, removal orders and the activation of the EU Crisis Protocol.

Referrals

IM

The notification mechanism known as “referral” allows UNECI to request hosting service providers to
review and eventually remove potentially terrorist content in accordance with their own terms and
conditions of use. This tool is legally supported by Directive 2000/31/EC and the DSA, which recognize
that platforms may acquire actual knowledge of illegal content through these notices and must act
promptly to remove it if they wish to retain the exemption from liability for hosting illegal content
guaranteed to them by legal provisions.

Unlike removal orders, referrals are not binding. However, they are an effective tool for public-private
cooperation that promotes responsible self-regulation of digital platforms.

During 2023, most of the referrals issued by CITCO were carried out within the framework of the Referral
Action Days (RAD), coordinated by Europol through its Internet Notification Unit (EU IRU). These joint
operational actions, developed together with national authorities and digital platforms, aim to identify
and notify terrorist or violent extremist content for possible removal.

In 2024, while maintaining a leading position at the EU level in RAD, CITCO strengthened the processing
of referrals autonomously, so that, for the first time, the number of referrals issued autonomously has
exceeded the number of those made within the framework of RAD.

RADs often concentrate efforts for several weeks on specific types of content or on specific platforms.
Once identified, materials are reported to the relevant service providers for review under their own
terms of service.

24 Collaboration can be done through the form available on the website https://stop-
radicalismos.ses.mir.es/stop/FormServlet, through the AlertCops application
(https://alertcops.ses.mir.es/mialertcops/info/info.xhtml), by sending an e-mail to stop-radicalismos@interior.es, or by
calling the Collaboration Telephone Number 900 822 066.
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In this context, Spain has played a particularly active role, not only by collaborating, but also by
proposing and leading several RAD. Through UNECI, a significant contribution was made to the detection
of thousands of illegal contents. The main actions carried out during this period are detailed below:

Ethno-religious content (October 2024) - Spain proposed and led, together with Hungary, this
action focused on detecting online content inciting violence or promoting hate speech directed
at ethno-religious groups. As a result, 6,358 URLs with illegal content disseminated through 46
digital platforms and 20 websites were identified. Of this total, Spain contributed with the
detection of 860 URLs.

Paris 2024 Olympic Games - As part of the preparations for the XXXIll Olympic Games in Paris,
France led a joint action to detect terrorist and violent extremist content that could affect the
security of the event. A total of 172 URLs with illegal content were detected on various
platforms, of which 41 were identified by Spain.

Anti-Semitism (June 2024) - This action, jointly led by the United Kingdom and Switzerland,
aimed to locate content that glorified, promoted or justified terrorist attacks motivated by anti-
Semitism. A total of 2,010 URLs with illegal content were detected on 38 digital platforms. Spain
played a prominent role, contributing 575 URLs.

Hamas (late 2023 - early 2024) - Under German leadership, this operation focused on detecting
online propaganda related to the terrorist organizations Hamas, Hamas-lzz al-Din al-Qassem and
Palestinian Islamic Jihad, with special attention to content linked to the attack perpetrated in
Israel on 7 October 2023. A total of 2,817 URLs with illegal content were detected, of which 120
were identified by Spain.

Weapons and explosives manuals (December 2023) - In December 2023, Ireland led an exercise
focused on identifying content related to the manufacture and use of weapons and explosives.
This action led to the detection of 1,532 URLs on 25 digital platforms. Spain made an important
contribution with the detection of 695 of these URLs.

TikTok (September 2023) - Spain, in collaboration with Europol and with the participation of the
TikTok platform, led this action aimed at identifying content related to terrorism and violent
extremism within this social network. A total of 3,673 URLs with content linked to jihadism and
violent right-wing extremism were detected. Spain was responsible for the identification of
1,460 of them.

Terrorist websites (2023) - Europol coordinated this action focused on the detection of websites
run by terrorist groups or their affiliates, regardless of their ideological orientation. In total, 61
such websites were identified, of which 20 were detected by Spain.

High-risk chemicals (February 2023) - In February 2023, Europol led an action aimed at locating
online content related to chemicals that could be used for terrorist purposes. A total of 325 URLs
with illegal content were detected. Spain contributed with the identification of 67 URLs.

Removal Orders

Removal orders are legally binding instruments issued by UNECI in the framework of Regulation (EU)
2021/784, addressed to hosting service providers to require them to remove or block terrorist content
in the EU within a maximum period of one hour. This measure is provided for in Article 3 of the TCO
Regulation which, in any case, maintains the spirit of co-responsibility of the platforms in the fight
against online terrorism, since upon receipt of 2 or more removal orders, a service provider may be
declared "exposed to terrorist content" and subjected to a special monitoring regime.

14



The application of this measure implies greater procedural rigor, as it requires a detailed motivation,
traceability of the decision and strict respect for fundamental rights, in particular freedom of expression.
For this reason, UNECI employs removal orders selectively and strategically, only in specific cases in
which their use is more appropriate, for example, when there are elements such as urgency, the
seriousness of the content, the need to preserve evidence, the insufficient cooperation of the provider
or the technical complexity of detection, especially in cases that require specialized knowledge or a
deeper analysis of the context of the content.

In 2023, Spain, through UNECI, became the first European Union Member State to issue a removal
order under Regulation (EU) 2021/784, accumulating pioneering experience that, largely alone,
positioned it as a benchmark for other Member States, for Europol and for the European Commission
in the operational implementation of this legal instrument.

As a consequence of this leadership, in May 2024, UNECI organized and co-chaired together with the
European Commission an international workshop in Madrid focused on the practical implementation
of the TCO Regulation. The meeting brought together national, European and institutional
representatives with the aim of exchanging best practices, addressing technical and legal challenges,
and strengthening operational cooperation in relation to the issuance and management of online
terrorist content removal orders. This initiative strengthened Spain's leadership in the implementation
of the TCO and underlined its commitment to institutional cooperation at the European level.

EU Crisis Protocol (EUCP).

In addition to the permanent removal tools, UNECI also has the capacity to activate the EU Crisis
Protocol (EUCP), developed within the framework of the EU Internet Forum. This mechanism, which
responds to the principles of public-private cooperation promoted by the European Commission, makes
it possible to activate a rapid response to serious incidents, such as terrorist attacks or acts of violent
extremism. Its operation is based on an agile collaboration between the main digital platforms, the law
enforcement agencies of the Member States, and Europol's Internet Content Reporting Unit (IRU). The
aim is to mitigate the rapid dissemination of illegal content - such as attack videos or terrorist
propaganda - in the immediate aftermath of an attack, without hampering police investigations.

Although it is a voluntary protocol for platforms to join, and therefore has no binding legal basis, the
Crisis Protocol is in line with the commitments of the EU Counter-Terrorism Action Plan and is
complementary to Regulation (EU) 2021/784 on the removal of terrorist content online, strengthening
the resilience of the digital ecosystem to serious security threats.

The EUCP has only been activated on one occasion since its creation, but a Table Top Exercise is carried
out every year. Specifically, in March 2024% , UNECI organized, in coordination with Europol and the
Hungarian authorities, this exercise designed to evaluate the effectiveness of the Crisis Protocol in the
event of a terrorist attack. The scenario simulated a combined attack in Spain with direct repercussions
on Hungarian territory, which made it possible to analyse the transnational response, the activation of
urgent removal mechanisms and the coordination between the various competent authorities. This
exercise also represented a key opportunity to test under simulated conditions the coordinated
application of the EUCP with Regulation (EU) 2021/784.

3.5. Legal avenues for appeal

What does the TCO Regulation establish?

25 Visit the following link to see the press release by Europol: https://www.europol.europa.eu/media-
press/newsroom/news/tabletop-exercise-hosted-europol-to-disrupt-terrorist-content-online-0
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The EU Regulation on the removal of terrorist content online ensures that users affected by a content
removal can defend their rights. To this end, it provides for several avenues of complaint:

e Complaints to platforms: If a platform removes or blocks content, the user can file a complaint.
According to Article 10 of the Regulation, this must be user-friendly and handled quickly. The
platform must respond within a maximum of two weeks and explain its decision if it rejects the
complaint.

e Retention of removed content: To facilitate its possible restoration, Article 6 obliges platforms to
keep the removed content, together with the related data, for 6 months.

e Additional protection in cross-border removal orders: When a platform receives a removal order
from another EU country, the authority of the country where the platform is established also
receives a copy. It can review whether the order violates fundamental rights. If it concludes that it
does, it can cancel the order and the content must be restored (Article 4).

e Transparency in the removal order: Orders must clearly state the reasons for removal and explain
what legal remedies are available and within what time limits (Article 3.4). Thus, the platform can
exercise its right to appeal and the user can understand why the content has been removed.

e User information: In addition, platforms must inform the affected user about the removal of the
content and, if the user so requests, explain the reasons and the user's rights to challenge it (Article
11).

What avenues exist in Spain to appeal a removal order issued by CITCO?

In the Spanish legal system, when CITCO issues an order to remove terrorist content, both the affected
users and the platforms to which the order is addressed have legal mechanisms to appeal it. These
appeals can be exercised in two ways: administrative and judicial.

1. Administrative appeals

o Competent authority: The appeal may initially be addressed to CITCO itself or to the Secretary of
State for Security, which reports to the Ministry of the Interior.

e Time limit: The interested party has one month from receipt of the notification to file the appeal.

e Applicable regulations: This procedure is governed by the provisions of Law 39/2015, of October
1, of the Common Administrative Procedure of Public Administrations.

e End of administrative proceedings: The resolution issued by the Secretary of State for Security
puts an end to administrative proceedings, so if the appeal is not upheld, the next step would be
to go to court.

2. Legal appeal

e Competent jurisdiction: An appeal may be filed before the national high court (Audiencia
Nacional), in the contentious-administrative order, against the rejection resolution in
administrative proceedings, or in the absence of a response within three months (administrative
silence).

e Time limit: The time limit to resort to this route is two months from the notification of the
resolution or from the time the appeal is understood to have been dismissed by administrative
silence.

e Applicable regulations: The processing of the judicial appeal is carried out in accordance with the
provisions of Law 29/1998, of July 13, 1998, regulating the Contentious-Administrative Jurisdiction.

This system of appeals is applicable to all decisions taken by CITCO in its capacity as the competent
authority under the EU Regulation on addressing the dissemination of terrorist content online,
including:
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e Immediate removal orders (article 3.1),
e Cross-border removal orders (Article 4.4),

e and other acts provided for in Articles 5.4, 5.6 and 5.7 of the aforementioned Regulation.
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4. Results

Below is a statistical report indicating the number and type of removal actions promoted by UNECI
during the years 2023 and 2024. These statistics include the frequency of detected cases, specifying the
number of hosting service providers affected, type of offense and affiliation of the persons or groups
responsible, as well as the type of action taken (removal order, request for information or referral) and

complaints by content providers, if any.

4.1. Removal orders

Spain was the first Member State to send a removal order in April 2023.
In 2023, 62 removal orders were issued and in 2024, 72 were issued. Five
requests for clarification were received from service providers in 2023
and one in 2024.

Totals issued 62 72
Clarification requested by service 5 1
provider (Art. 3.8)%°

Totals executed 62 72

Table 2 Removal orders (2023-2024)
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Figure 1 Number of removal
orders (2023-2024)

Hosting service providers affected:

The service providers that received the most removal orders in the 2023-2024 period were Telegram,
followed by Facebook and Internet Archive. There were also orders directed at Soundcloud, Twitter,

TikTok, Google Drive and Steam, although to a lesser extent.
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Figure 2 Removal orders by service provider (2023-2024)

26 Article 3.8 of the TCO Regulation: "If the hosting service provider cannot comply with the removal order because it
contains manifest errors or does not contain sufficient information for its execution, it shall, without undue delay, inform
the competent authority that issued the removal order and request the necessary clarification, using the template set out

in Annex 111",
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Justification for the removal order:%’

Incitement to commit a terrorist offense 58 71
Invitation to commit/contribute to a terrorist offense 3 0
Invitation to join a terrorist group 0 0
Training/instruction (weapons, explosives, tactics, etc.) | 0 0
Threats of committing a terrorist crime 14 2

Table 3 Type of justification for the removal order (2023-2024)

Justification for content removal (2023-24)
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Figure 3 Type of justification for content removal (2023-2024)

Types of ideology:

During 2023 and 2024, removal orders were issued both for jihadist-inspired terrorist content and for
other content, generically referred to as violent right-wing extremist content, which is related to
terrorist attacks inspired by violent extremist ideologies of an ultra-nationalist, racist or xenophobic
nature.

Terrorist Content Removal Orders (2023-2024)

60
40
T [
0
2023 2024
H Jihadist 50 35
Violent extreme right 12 37

M Jihadist Violent extreme right

Figure 4 Terrorist content removal order by type (2023-2024)

27 The total number of justifications may exceed the number of total orders issued because a removal order may contain
more than one justification, such as "incitement to commit a terrorist offense" and "invitation to join a terrorist group".
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Format types:

The content subject to the removal orders issued by CITCO in 2023 and 2024 included mainly video, text,
image and infographics, and audio files, in that order.

4.2. Referrals

Total referrals 2862 3208
Linked to RADs 2634 1476
Not linked to RADs 228 1732

Table 4 Referrals sent to hosting service providers by type (2023-2024)

Number of referrals
1476 1732

2634 228

0 500 1000 1500 2000 2500 3000 3500
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Figure 5 Number of referrals 2023-2024

Total service providers 48 26

Table 5 Number of hosting service providers affected between 2023-2024

Top 10 Notified Service Providers (2023-2024)

Figure 6 Notified service providers by importance (2023-2024)

20



4.3. Notifications of imminent threat to life (art. 14.5)

Total notifications received 8 10
Issuing service providers
Twitch 4 2
Meta (Facebook & Instagram) 3 6
X (formerly Twitter) 1 2
Results
Notifications forwarded to police agencies 8 10
Notifications resulting in detention 2 0

Table 6 Notifications of imminent threat to life by service providers and consequences (2023-2024)

4.4. Appeals and complaints received

Appeals and complaints received 0 0
Table 7 Number of complaints received in 2023-2024

21



5. Institutional cooperation and best practices

Collaboration with national and regional police agencies

UNECI maintains a close collaboration with the Spanish police agencies that are competent in the fight
against terrorism: National Police, Guardia Civil, Mossos d'Esquadra and Ertzaintza. These agencies are
the main operational allies of CITCO in tackling terrorist content online, actively participating and
contributing in relevant activities such as the Referral Action Days promoted by Europol, as well as in
the implementation of the European Crisis Protocol, the identification of content for removal purposes,
etc. UNECI coordinates these initiatives, seeking to facilitate and promote their participation as an
essential pillar of the national model for preventing and combating terrorist propaganda in the digital
environment. This ongoing cooperation reflects a shared commitment to the prevention and
neutralization of violent radicalization, reinforcing the State's response to emerging threats in
cyberspace.

Coordination with the National High Court (Audiencia Nacional) for the execution of judicial
resolutions.

Within the framework of judicial cooperation, UNECI has maintained communication with the
Enforcement Section of the National High Court, facilitating, within the framework of its competencies,
the effective execution of judicial resolutions ordering the removal of illegal content linked to terrorist
crimes. Throughout 2024, a total of four requests for support were handled, processed through the
PERCI platform, in an attempt to expedite the removal of such content in accordance with final court
orders. This collaboration reinforces UNECI's comprehensive approach, combining administrative and
judicial instruments in the fight against online terrorist propaganda.

Submission of detailed information to the European Commission in accordance with the TCO
Regulation.

Pursuant to its accountability obligations, UNECI has provided the European Commission with all data
and reports required under Regulation (EU) 2021/784. This information has included detailed statistics
on removal orders, execution times, nature of content removed, and other qualitative indicators on the
functioning of the national system. This transparency effort, beyond the strict legal obligations, has been
positively recognized by the European institutions and contributes to a more accurate assessment of the
real impact of the Regulation on the European digital ecosystem.

Workshops on the implementation of Regulation (EU) 2021/784

UNECI actively participates in the workshops organized periodically by the European Commission in the
framework of the implementation of Regulation (EU) 2021/784. The main objective of these events is to
facilitate the coordination between the EU Member States and the Commission, as well as to update
and share knowledge on the practical implementation of the above-mentioned regulation. The role
played by UNECI in this context has been recognized as a benchmark, especially with regard to the
analysis of the results obtained and the identification of the main challenges during the first years of
implementation of the regulation. Its contribution has been decisive in moving towards a coherent and
uniform implementation of the regulation throughout the European Union. UNECI has also actively
promoted dialogue with online content hosting service providers, strengthening the public-private
partnership that is essential in this area.

Collaboration with the EU Internet Forum (EUIF)

CITCO has maintained an active collaboration with the EUIF since its creation in 2015. This forum, of a
technical and multidisciplinary nature, is aimed at preventing the proliferation of illegal content on
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internet platforms?® . In this context, CITCO has contributed significantly to the development of the
European Crisis Protocol and has coordinated, in collaboration with Europol and the Hungarian
authorities, a simulation exercise of this protocol carried out in March 2024. CITCO has also participated
in the elaboration of a list including groups, logos and manifestos associated with violent right-wing
extremist organizations. This material is shared with online content hosting service providers in order to
strengthen their capacity to detect illegal content and thus contribute to more effective prevention in
the fight against violent radicalization on a global scale.

Study visits by the EU Fundamental Rights Agency (FRA)

In September 2024, UNECI hosted an institutional visit by the European Union Agency for Fundamental
Rights (FRA) to examine the impact of the TCO Regulation on fundamental rights and freedoms in the
digital environment. During the visit, the procedures used to ensure that content removal measures are
applied in full compliance with the principles of legality, proportionality and necessity were presented.
This external evaluation, focused on the ethical and legal implications of UNECI's work, represents an
exemplary exercise in transparency and commitment to the EU's fundamental values.

Collaboration with Europol

UNECI maintains an active collaboration with Europol, participating on a regular basis in various working
groups and activities promoted by this agency within the framework of the TCO Regulation. It makes
intensive use of the tools provided by Europol to the Member States, including the PERCI platform
designed to connect EU Member States with online content hosting service providers, with the aim of
streamlining the management of removal orders and referrals in accordance with the regulatory
framework. In this context, the constant contribution of UNECI to the RADs, many of which have been
proposed and led by Spain, is particularly relevant. In conclusion, UNECI reinforces Spain's leadership in
the fight against terrorist content on the Internet through its active collaboration with Europol.

28 The EUIF was born in 2015 to address the misuse of the Internet for terrorist purposes, although it later moved on to
also address the online dimension of other issues such as child sexual abuse (2029), drug trafficking and human trafficking
(2022).
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